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January 10, 2025

A cybersecurity incident has been reported involving PowerSchool, a provider of student information
systems used by some of our members. PowerSchool recently identified unauthorized access to its
systems and is actively working to address the issue.

According to PowerSchool, an unauthorized party used a compromised credential to access some user
data and the management console of the PowerSchool platform. The company has reported that the
breach has been contained and no malware was involved. However, the data that may have been
compromised includes information related to families and educators.

PowerSchool is taking steps to prevent further unauthorized access or misuse of compromised data. The
company believes that the data has been deleted and will not be shared publicly.

In the coming days, PowerSchool will provide affected parties with a communications package to assist in
engaging families, teachers, and other stakeholders. This package will include outreach emails, talking
points, and an FAQ to help district and school leaders communicate effectively about the incident.

SIA members are encouraged to contact the SIA Cyber Claims Team at CyberClaims@sia-jpa.org if they
experience unauthorized access to their data or network or encounter operational disruptions due to
issues with the PowerSchool platform.

PowerSchool has reached out directly to its users, and SIA is closely monitoring the situation. We will
keep members informed of any developments or required actions.

If you have any questions, please don’t hesitate to reach out to any member of the claims team using the
contact information below.

Thank you,
The SIA Team

Cyber Claim Contact Information:
cyberclaims@sia-jpa.org
(916) 364-1281

Joshua Arnold - jarnold@sia-jpa.org
Joe Costamagna - jcostamagna@sia-jpa.org

PO Box 276710 www.sia-jpa.org
Sacramento, CA 95827 916.364.128I
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